CAN meets IT

CAN security with hidden key generation
Security is on the agenda; resource-saving solutions are in demand. CANcrypt
is one of them: it supports encrypted communication and the implementation
of a simplified key management.

C

ommonly used security methods for authentication
and encryption/decryption on the Internet cannot
easily be applied to CAN and CANopen. CAN messages
can consist of single bytes and need to be processed
in real-time by low-performance, low-price micro-controllers usually without any security hardware functionality.
The CANcrypt approach adds different levels of
security to CAN. The basic functionality supports the
pairing of multiple devices and supports encrypted
and authenticated communication between them. The
required system resources are not only minimal in comparison to traditional cryptography methods; they can
ments. A key hierarchy allows the implementation of a
smart, simplified key management that supports manufacturers, system builders/integrators, and owners. CANcrypt is independent from the higher-layer protocol and
can be used with CANopen, SAE J1939 or proprietary
protocols. Up to 14 devices can participate in the secure
communication. A manager/configurator is only required
for the generation and exchange of keys, but not during
regular operation.

Required resources
Depending on which features are used, the described
security solution requires the following resources
(ARM Thumb-2 example):
Memory
1 KiB to 2 KiB for code,
32 byte to 512 byte per key in non-volatile
memory,
about 100 byte RAM.
Processor
100 cycles to 150 cycles for encryption/decryption/authentication (vs. thousands of cycles
for traditional cypher algorithms),
a few 100 cycles for housekeeping (background
tasks called once per millisecond).
Communication
one CAN-ID per device for the CANcrypt
message,
two CAN-IDs for random bit generation,
preamble message for each secured CAN frame,
two to 16 housekeeping messages per second
(dynamic key modification).
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Figure 1: Security threats to a CAN system
(Photo: Embedded Systems Academy)

Limitations and levels of security
Looking at CAN/CANopen networks, we can identify
three threat levels (unlimited physical access, sniffer
access, remote access). These apply to most applications
including automotive, industrial, medical, and other
machinery. If an intruder has “unlimited physical access
to the entire network including device PCBs”, then the
available security options are very limited. Having potential
access to all debug ports of the micro-controllers of a
system provides many other attack vectors besides CAN/
CANopen. CANcrypt does not cover this aspect. Once
intruders have direct access to a CAN/CANopen system
(if they have the chance to connect a sniffer device or
a laptop with a CAN interface), they have read access
to all communication on the network. If they have write
access, then “denial of service” style attacks (swamping
the bus with messages so that nothing else gets through)
are easy and cannot be prevented.
The last attack vector has become more and more
popular: remote access through some device that is
a gateway to other networks. Remote diagnostics or
other kinds of remote access have become common,
also increasing the security risk. A manufacturer of
a system using CAN/CANopen might not be fully
capable of prohibiting a remote access device: a
technician or system integrator might add, for example,
such a remote access device after delivery and initial
installation.
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CAN meets IT
Figure 2: Secure communication using a preamble
message (Photo: Embedded Systems Academy)

Figure 3: Random secret bit generation (Photo: Embedded
Systems Academy)

Core functionality of CANcrypt

directly transmit their message after the trigger
message. Then both messages arbitrate the bus at the
same time and we will always see 0010 h followed by
0011h.

All secure communication uses a preamble message
announcing the following message. Messages are only
accepted (i.e. passed on to the application) if together with
the preamble the authentication and decryption is successful. The shared key used is continuously updated
and synchronized between the devices. For key generation, CANcrypt uses a CAN feature that allows two devices
to exchange a bit not visible to other CAN devices. This
allows generating pairing keys that only the two participants know. Note: to some extent this might be visible on
signal level, for example on a high-end oscilloscope. However, a possible intruder would need access to that level
during key generation AND understand/know how the generated bits are used.
When monitoring CAN messages, one cannot determine the device that sent an individual message because
on the lowest level any device can transmit any message.
As an example, let us allow two devices (named dominant
device and recessive device) to transmit messages with
the CAN-IDs 0010h and 0011h (and data length zero) within
a “bit select time window”. Each node shall randomly send
one of the two messages at a random time within the time
window.
At the end of the bit select time window a trace recording will show one of the following scenarios:
a) one or two messages of CAN-ID 0010h,
b) one each of CAN-ID 0010h and 0011h,
c) one or two messages of CAN-ID 0011h.
Let us have a closer look at case b) - one each. If
these are transmitted randomly within the bit response time
window, then an observer has no clue as to which device
sent which message. However, the devices themselves
know it and derive a bit from it. Unfortunately we cannot
use case a) and c), so if those happen, both nodes need to
recognize it and retry (use another next bit select time
window).
Note: A variation of this scheme is to not use a
random delay, but instead ensure that both devices
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Choosing cipher algorithms
Even the simplest “cipher algorithm” like a single XOR
is considered unbreakable (literally safer than anything
commonly used today), if the key is as big as the data
and only used once. This is referred to as the one-time
pad cipher. If we can generate a single one-time 32-bit
key, combined with a single XOR, for a transferred
32-bit value, then we already have an encryption
stronger than any other cryptography method in use
today.
To a certain extent (depending on how much secure
communication overhead is used and how often) the

Figure 4: The CANcrypt key hierarchy (Photo: Embedded
Systems Academy)
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The book: Implementing scalable
CAN security with CANcrypt
Written by Olaf Pfeiffer, “Implementing scalImplem
enting
Scalab
le CAN
able CAN security with CANcrypt” introSecuri
ty wit
CANcr h
ypt
duces the freely available CANcrypt protocol and software. After an introduction into
CAN and CANopen technology as well
as security, the author focuses on the
description of the precautions and the
functionality of CANcrypt. Common
parameters and secure message tables are introduced
as well as the security error counter. The author also
provides some examples (secure push button) and
explains customizable security functions including
checksum generation. The book addresses not just security
experts, but also newcomers and beginners. The reader
gets not just an overview, but also details documenting
the freely available code examples.
Review of possible attack vectors
1. Randomness: Wherever random numbers are used, a
typical attack vector is to assume that the numbers are
not random and to determine a pattern. It must be ensured that the random numbers used by the paired devices are “reasonably good”, which means they must
differ with every power cycle.
2. Read/write access to CAN/CANopen network (remote
access, sniffer): In CAN networks, a typical attack involves recording messages and replaying them. If the
messages that are exchanged after power up are always the same, an attacker could fake initial messages by replaying them. However, due to the dynamic and
random key changes, a hacker would probably look at
alternate methods first.
3. Ability to physically remove/replace devices (or
re-flash a device with new code): If one of the
paired devices is removed and replaced with a tampered device, then it will not be able to identify itself correctly, unless it has a copy of the key hierarchy.
4. Signal level access to CAN/CANopen network and
PCBs: If an attacker has that kind of access, other methods (JTAG interfaces or bootloaders of microcontrollers) might be more promising then deciphering
CANcrypt.
Summary:
At this point we are not aware of any promising attack vectors on the CAN/CANopen level. That includes
any remote access (for example through a hacked gateway) as well as direct access with a CAN sniffer utility.
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Figure 6: CANcrypt integration on driver level
(Photo: Embedded Systems Academy)
CANcrypt methods would allow providing an individual key
for each transfer. However, “the best protection available”
is hardly required for CAN communication, so even if the
same or an only slightly different key is used a few times,
the protection is still strong. Per default, CANcrypt uses a
dynamic 64-bit key to cover the longest possible secure data
block, 8 byte. The pseudo one-time pad generated from it
changes after every use. It depends on the CANcrypt configuration how often new random bits are introduced into this
key modification.
Secured embedded systems require some sort of
a key management system. When keys are installed,
who installs which keys and how much “authority” does
each have? With CANcrypt the suggested method
is to keep the number of key copies required outside
the system to a minimum. At some point a pairing process is started generating keys – and these are only
stored locally. If devices need to be added or exchanged,
a next higher authorized key is used to erase the
existing pairing information and start a new pairing process.

Code integration
The CANcrypt functionality is mostly integrated into the
“driver” level like the CAN receive interrupt and the software
transmit mechanism (typically some FIFO). During initialization, the application passes a list of CAN message IDs that
require protection. The CANcrypt driver then “catches” all
these messages coming in or out and applies the configured
security features. The messages are only passed on to other
layers of the communication protocol if the device is securely
paired with its communication partners and the configured
ciphering and authentication mechanisms have been applied.
This ensures that any software “above” the driver level does
not need to be aware of CANcrypt. It processes CAN messages just as it used to do, which simplifies the integration
into existing systems.
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PCAN-PCI Express FD
CAN FD Interface for PCI Express

Driver, Software, and Programming Interfaces

With the new PCAN-PCI Express FD we expand our product
range of CAN FD interfaces by a plug-in card (PCIe-x1) for the
PCI Express slot.

Every PC interface from PEAK-System is delivered with a
wide range of drivers, software, and programming interfaces.
The scope of supply includes:

1 or 2 High-speed CAN channels (ISO 11898-2)
CAN FD support for ISO and Non-ISO standards switchable
CAN bit rates from 25 kbit/s up to 1 Mbit/s
CAN bus connection via D-Sub, 9-pin
(in accordance with CiA® 102)
Galvanic isolation on the CAN connection up to 500 V,
separate for each CAN channel
CAN termination and 5-Volt supply at the CAN connection
can be activated through solder jumpers, separately for
each CAN channel
PCIe data transfer via bus master DMA
DMA memory access operations with 32- and 64-bit
addresses
Extended operating temperature range from -40 to 85 °C
Measurement of bus load including error frames and
overload frames on the physical bus
Induced error generation for incoming and outgoing CAN
messages

CAN FD interface drivers for Windows 10, 8.1, 7 and Linux
PCAN-View: Windows software for monitoring CAN and
CAN FD busses
PCAN-Basic API for developing applications with CAN and
CAN FD connection for Windows (32/64 bit)
PCAN-PassThru for using applications that are based on
Pass-Thru (SAE J2534) with interfaces from PEAK-System
Programming interfaces for standardized protocols from
the automotive sector like:
PCAN-CCP API for the communication with ECUs
according to the CAN Calibration Protocol
PCAN-XCP API for communication with ECUs according
to the Universal Measurement and Calibration Protocol
(CAN FD support since version 2)
PCAN-ISO-TP API for the transfer of data packages
according to ISO-TP (ISO 15765-2)
PCAN-UDS API for the communication with ECUs
according to UDS (ISO 14229-1)
PCAN-OBD-2 API for vehicle diagnostics according
to OBD-2 (ISO 15765-4)
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