Software engineering

Extending the ODX standard
Limitations in the ODX standard make it difficult for files to be portable among
different manufacturers. We make a case for the extension of the standard and
its use in the development of ECUs through ODX-based code generation.

O

DX has proven to be a useful tool for describing the
communication of ECU diagnostic information. It has
been adopted by various OEMs in different industries. In
the past, manufacturers in the passenger and commercial
vehicle market used non-standard methods to describe diagnostic ECU communication, including proprietary and
non-machine-readable formats such as text documents or
spread sheets [1]. As a result, information had to be mancycle – a method which was prone to errors and was time
and cost consuming [1].
Developed by Asam, the MCD-2 D standard (known
as Open Diagnostic Data Exchange or ODX) was created to address these challenges. ODX is an XML-based,
machine-readable data format created to specify and exchange vehicle and ECU diagnostic information including
ated to be used in a standard-based software architecture
for vehicle diagnostic communication including the Asam
MCD-3 D and ISO 22900-2 (D-PDU API) Interfaces. ODX
offers a method for defining communication that permits
seamless processing of diagnostic, configuration, and
flash reprogramming data. Standardizing diagnostic communication allows for reusability and thus helps to reduce
errors, development time, and cost [1].
The current version of the ODX standard (V 2.2) supports several vehicle diagnostic protocols including KW
2000 (ISO 14230), and UDS (ISO 14229) [1]. It has proven
to be a useful tool and it has expanded into other markets
such as off-highway vehicles (agriculture, construction, forestry, etc.) as well as other non-vehicle markets.

multiple protocol handling capabilities. In this system, the
diagnostic application tells the D-server layer (MCD-3D)
which ODX and comparam file to use to communicate
with a specific ECU/data source. Communication paramserve to specify the timing and logical behavior of diagnostic communication; these parameters are protocol-specific
[2]. The standard provides comparam definitions for a few
protocols but is missing the definition for other commonly
used protocols such as CANopen, or non-diagnostic protocols used to access data from non-ECU sources such as
databases, webservices, etc.
Consequently, designers of diagnostic systems manually create comparams to use ODX with other protocols.
Since these parameters are not defined in the ODX standard, ODX files created for other protocols might not be
portable among diagnostic systems. Such a lack of portability negates one of the major benefits for which manufacturers consider using ODX based diagnostic systems.
Another limitation of the ODX standard is its lack
of definition for the communication between ECUs. The
standard contains the “VehicleInfo” package, which allows for the specification of vehicle diagnostic data and

Current uses and limitations
As more manufacturers adopt the ODX standard,
its boundaries are pushed by their different applications
and use-cases. Accordingly, the ODX standard has gone
through several versions, which have expanded its capabilities since its public release in 2000. The standard has
been extended to include a model for ECU flashing, vehicle network and identification information, additional communication parameter information, and support for variant
coding and functional diagnostics [1]. However, several
limitations still remain.
An example of the limitations of ODX is its support
of only a few CAN protocols. Current diagnostic systems
in the market are able to handle a variety of protocols,
some of which are not specified in the standard. Figure
1 illustrates a generic ODX-based diagnostic system with
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Figure 1: ODX-based diagnostic system (Photo: Sontheim)
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Figure 2: Sample section of a CAN network layout of an
agricultural tractor (Photo: Sontheim)
its diagnostic network [2]. However, it does not describe
ECUs that do not communicate diagnostic information or
that do not communicate directly with the diagnostic application. Therefore, communication between ECUs in a vehicle system is not described. This lack of a description
network.
This issue is being faced by OEMs who manufacture
machines containing a variety of parts from different suppliers – for example, manufacturers of agricultural tractors.
Figure 2 illustrates a simplified CAN network layout which
tractor OEM uses engines from different suppliers to meet
the requirements for their various types of tractors. However, the manufacturer wants to have a diagnostic tool with the
same functionality, look, and feel to the service technician

for every tractor regardless of the engine it employs. To do this, each
tractor is equipped with
a central interface ECU,
as illustrated in Figure 2.
The engine ECU communicates diagnostic information directly to the
central interface ECU,
which then translates it
from the supplier specific format into the manufacturer format. This way,
the information displayed
to the technician is in the
same format regardless
of the engine supplier.
In the current standard,
this type of communication is not specified.
Since the engine ECU Figure 3: Communication
does not communicate di- between an ECU and a
rectly with the diagnostic diagnostic application
application it is not includ- (Photo: Sontheim)
ed in the “VehicleInfo”. To
get around this limitation, the diagnostic system designer
has to extend the ODX format to account for such communication, creating additional work and costs and limiting portability.

Software engineering

ODX-based code generation

One additional limitation of the
ODX standard is the functionality of
the special data group (SDG). The
standard contains an “AdminInformation” package, which allows the insertion of information used to support
the diagnostics development process
[2]. This information may include the
name of the responsible person for
the element, the name of the company, revision history, labels from a version management system, and SDGs
which are used to provide companyspecific data – data which would otherwise not have a standardized place
within the data model [2]. However,
the ODX specification limits the use of
SDGs to only a few specific elements,
e.g. diagnostic service elements but
not parameters. As a result, diagnostic
data designers include this information
in other non-standard ways.

Each ECU in a diagnostic network
needs to make sense of requests
made by the application as well as
generate adequate responses. Figure
3 illustrates this basic functionality.
Traditionally, ECU developers follow
the same basic steps to develop ECU
diagnostic firmware. First, they create
the business logic, where the functions
required for obtaining relevant information for diagnostics are defined; e.g.
how to get the engine speed (Figure 3).
Next, they define the communication
layer – how to interpret received
messages, how to communicate with
the business logic, and how to structure
outgoing messages containing ECU
Figure 4: ODX-based code generator data. After this, the development of
(Photo: Sontheim)
the ECU diagnostic firmware is
considered to be finished.
For the ECU to communicate with a diagnostic application, a description of this information must be implementThe future of ODX
ed in the overall diagnostic system. This is done via ODX.
Unfortunately, the creation of the ODX file is often an afThe current state of the ODX standard is not yet where it
terthought, leading to inaccuracies and mismatches in the
must be in order to provide truly portable data that can be
communication description between the ODX file and the
easily adopted by multiple OEMs in various diagnostic syscommunication layer of the ECU. Such mismatches rentems. The main reason is that it lacks definitions and funcder the ODX file unusable and additional time and effort is
tionalities, which the market has shown to be required in a
spent on fixing these issues to achieve a working system.
complete ODX-based diagnostic system. As such, severLuckily, the ODX standard describes ECU communial extensions to the ODX standard are hereby proposed.
cation in a way that is complete, organized, and machine
First, it is important to extend the standard to include
readable, making it suitable for use in more than just the
support for more protocols. The standard should define
diagnostic application. ODX files can also be used as part
comparams for other protocols such as CANopen or comof a code generation system, which can automatically genmonly used variations of standard protocols such as ISO
erate the communication layer of an ECU. Figure 4 illus11783. ODX should also be extended so that it can detrates this concept.
fine entire machine networks including ECUs that commuThe function of the code generator is to take an ODX
nicate with each other or that do not communicate directly
file describing the diagnostic communication of an ECU
with the diagnostic application.
and then to automatically generate the communication layAdditionally, the use of ODX in industry has shown
er for that ECU from this file. To implement a code generathat it has the potential for more than diagnostics; it is a
tor, the traditional development steps for ECU diagnostic
useful tool for describing communication in general. This
communication firmware have to change: The developers
is the future of ODX. As such, extensions should also be
must first define and manually create the business logic of
made to handle non-diagnostic and non-ECU communicathe ECU, as usual. Next, however, rather than building the
tion. Examples include ECUs that transmit non-diagnostic
communication layer, the developers describe the intendinformation and the use of non-ECU data sources as part
ed way for the ECU to communicate by creating an ODX
of a diagnostic system, e.g. files, databases, webservices,
file. Finally, this file is put into the code generator, automatetc. Such a use of ODX is already being implemented by
ically creating the communication layer software. This is
various companies; however, this use is not yet standardthen implemented on the ECU.
ized. Finally, in addition to an extended standard for comThe goal of the code generator is to make the definimunication, the future of ODX also lies in its use as an
tion of the ECU communication via ODX a part of the deintegral part of the development cycle of ECUs in a mavelopment of an ECU. Changing this dynamic has several
chine system. This can be achieved through ODX-based
advantages: The definition of ECU diagnostic communicacode generation.
tion is no longer an afterthought since it is defined during
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layer guarantees the correct communication between the
ECU and the diagnostic application. It also streamlines the
ECU firmware development process, thus decreasing the
time and cost of implementing the ECU. Finally, creating
ODX files as a standard part of the ECU development cycle leads to an increased acceptance and use of the ODX
standard in the industry, thereby strengthening it and helping improve it.

Conclusion
ODX is a very useful and powerful tool for describing ECU
diagnostic communication. Many major manufacturers in
the passenger and commercial vehicle industry have adopted the standard and built their diagnostic systems
around it. Several major manufacturers in other industries
such as off-highway vehicles have also begun to adopt the
standard, lured by its potential to create modular, portable,
standard-based diagnostic systems. Furthermore, industry use of ODX has shown its potential outside of diagnostics. However, the current ODX standard is not without its
shortcomings. Limitations such as the lack of comparam
definitions of commonly used protocols, lack of descriptions for defining ECU-to-ECU communication, and restrictions in the use of SDGs constrain the full potential functionality of ODX.
Therefore, the ODX standard should be extended
past these limitations to improve its functionality. Furthermore, its use should be expanded to more than just diagnostics in order to unlock its full potential. Its use in the

industry today has shown that the future of ODX lies in
its use for describing general communication in a machine
system, not just diagnostic information; and in its use for
generating code for ECUs.
Extending the standard, however, is not an easy task
without a strong push for its adoption by the different OEMs
in various industries and markets worldwide. Without such
a support, it is extremely difficult to flush out its shortcomings and to strengthen it. For this reason, OEMs and component suppliers are encouraged to adopt the standard for
the betterment of their own systems as well as that of the
industry as a whole.
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