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Detecting car damages
with CAN networks
Minor damages to the car are irritating for the car owner. A research project
by the University of Bremen and Hella is building a sensor system that detects
damages and evaluates possible sources.
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n the government-funded research project “Kess
– Konfigurierbares elektronisches Schadenidentifikationssystem” [1] (German for configurable electronic damage identification
system), the international automotive supplier Hella
and project partners investigate sensor development
to detect minor damages of
the vehicle body. In this system, a network of intelligent
piezoelectric sensor nodes
monitors the vehicle body by
analyzing its structure-borne
sound. The general idea behind the measurement principle is that every mechanical
interaction with the vehicle
body emits energy in terms
of structure-borne sound.
This holds also true for minor damages like scratches
and dents. The piezoelectric sensor nodes measure
this structure-borne sound
and separate it from the general background noise of
the car. If these sensors detect an unusual event, which
could be a minor damage,
they forward the information

Figure 1: Signal flow of the Car-2-Infrastructure system
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or process of the damage. GPRS. This becomes interFor example, if the car was esting for aligning the sensitivity threshold of the damage detection for certain
risk-groups or if the customer has booked an adaptive insurance concept. Figure 1 shows the signal flow
in a Car-2-Infratructure (C2I)
system, which is being developed in parallel by other
Kess project partners.
Typical minor damages like scratches and dents
can occur on every outer part of the vehicle body.
Figure 3 shows the sum of
all recognized damages of
a Ford Fiesta Car-Sharing
fleet. These are not the damages of one single car but
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Figure 2: Schematic view of the sensor node
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from the entire fleet plotted
in one image. It is obvious
that there is a higher damage probability distribution
in the areas of the fenders
than in the rest of the vehicle
body, even though every part
of the vehicle body is affected by damages [2]. Hence, in
order to measure all possible
minor damages, it is necessary to monitor all parts of the
vehicle body. Recent studies [3,4] show that there is a
certain oscillation transfer between body parts, but due to
the alleviating behavior of the
welded, screwed and glued
connections, the structureborne sound is highly attenuated. Therefore, information
gets irretrievably lost on the
transfer path. So, for the system setup in the research
project, every part of the vehicle body was equipped with
at least one piezoelectric sensor. That results in a total of 11
sensor nodes interfaced with

the central electronic module
and the On-Board-Diagnosis
network via CAN. All sensor
nodes are mounted on the inside of the vehicle body to be
invisible to customers.
The amount of sensors strongly depends on
the configuration of the vehicle (e.g. 3 doors / 5 doors)
and the requirements regarding the system’s sensitivity. For the detection of small
scratches it has been found
to be obligatory to have a
sensor on the affected body
part, while heavy impacts
overcome the attenuation
of the body part connections. Every single sensor
node consists of a piezoelectric element to convert the
mechanical structure-borne
sound signal into a voltage
signal, an analog amplification and filter circuit, an A/D
converter, as well as a microcontroller unit and an interface to the CAN network.

Figure 3: Distribution of recorded minor damages in a Ford
Fiesta Fleet; every dot represents a minor damage (image
provided by Cambio Car-Sharing Bremen)

Figure 4: Position of the sensor nodes in a Ford Fiesta
(5-door) test car
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Every sensor node is
connected to the central
electronic module via CAN.
Furthermore, the central
unit is also connected to the
OBD II CAN to gather values of the car’s status like
velocity, revolutions-per-minute (rpm), engine status on/
off and door lock sensor information to include those
into the minor damage classification. Before a damage message is sent out to
the disposition servers of
the carsharing company via
GPRS, the central electronic
module combines all incoming messages from the sensor nodes with the OBD data
of the car. Due to this, it is
possible to conduct a higher
level plausibility check of the
event classification. For example, smashing the hood
creates a very strong signal in the front bumper that
sounds very similar to a damage to the sensor nodes in
the front bumpers. But since
the other sensor nodes also
record vibrations of the impact they send their analysis data to the central unit,
too. Having this specific pattern of sensor node information, it is possible to identify
the signal correctly. If then,
finally, a real damage occurs, the central unit sends
out its encrypted GPRS
message. The content of
the message includes the
kind of damage (dent,
scratch, 2d scratched surface, unknown damage), a
time stamp, an identification number, the position of
the damage and a certainty
depending on the algorithms
output and the latest plausibility check. Optionally, the
unit could also send the GPS
position, the car’s velocity,
the gas pedal angle, the engine's rpm, the status of every door and trunk and other
useful information to reconstruct the process of damage. This way, if the engine
was shut off and the car was
locked while a minor damage
was created, the carsharing
fleet manager can decide if
they want to inform the driver via mobile app, SMS or
call.
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