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Plug-and-Secure
Communication for CAN
A novel approach from Bosch may greatly simplify
the key management in CAN networks.
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n a highly connected world, security plays an increasingly important role. Recently, various attacks have shown
that the current trends and developments towards connected and automated driving lead to a higher vulnerability and
susceptibility to corresponding security threats. Therefore, it
is of utmost importance to implement suitable security measures. In this regard, a secure communication between different control devices plays a central role. However, securing CAN networks turns out to be more difficult compared to
the securing of classical IT systems. This is because typically embedded devices are involved, which usually have
only very limited compute, memory, and bandwidth resources and which usually are very cost-sensitive. While some
appropriate schemes for encryption or authentication of
CAN messages are already available, the distribution of the
required cryptographic keys yet remains very challenging.
While asymmetric approaches known from the classical IT domain (e.g., the Diffie-Hellman key exchange protocol) come along with a rather high computational complexity
as well as high bandwidth requirements, the distribution of
cryptographic keys in a secure environment (e.g., at the end
of a production line ) lacks flexibility and requires a high organizational overhead. Therefore, Bosch has developed a
novel approach, which makes the establishment and refreshment of symmetric cryptographic keys in CAN networks more efficient and flexible at rather low costs.
From an overall perspective, the most important and
threatening attacks on cars and other vehicles include those
that can be performed remotely – for example by remotely gaining access to a control unit or a CAN network. This
is because these attacks often easily scale (in the sense
that if an attacker manages to successfully attack one car,
he may often use the same procedure to successfully attack many other cars as well) and may be hard to be traced
back. When performing such attacks, the hardware integrity
of a network generally remains unchanged, but the software
is manipulated by a malicious (external) intervention (e.g.,
through a car’s connectivity interface). In the worst case,
remote attackers could even take over control of a large
number of vehicles with a specific vulnerability and intentionally cause a crash of the complete traffic infrastructure.
A simple CAN network illustrating a remote attack scenario
is shown in Figure 1. Here, Alice and Bob are two legitimate
(i.e., unmodified) CAN nodes while the software running on
Eve has been manipulated by an attacker. For simplicity, it
is assumed that all nodes are connected to the same CAN
segment. Now the challenge that is addressed by the novel approach of Bosch is how Alice and Bob can agree on a
symmetric cryptographic key without letting Eve gain any
knowledge of it.
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Key establishment by means of public
discussion
The basic idea of “Plug-and-Secure Communication for CAN”
is based on the simultaneous transmission of CAN frames by
Alice and Bob with random bit strings in the payload field. The
CAN frames sent by both nodes interfere with each other on
the CAN network, so that Eve can only see the superposition
of both messages. However, by just knowing the superposition, Eve is generally not able to tell which message has been
sent by Alice and which one by Bob. Alice and Bob themselves
see the superimposed message as well, but in contrast to Eve
they additionally know the messages they have transmitted
themselves. With this additional information (which is not accessible to Eve), they are able to determine which message
must have been sent by the corresponding other node and
thus establish a shared secret, from which a symmetric cryptographic key pair may be derived.
Figure 2 shows the detailed procedure of the core idea.
First of all, Alice and Bob generate independently of each other
a random bit string of a certain length. In the second step, these
bit sequences are extended by inserting the corresponding
inverse bit after every bit. This is necessary in order to make
sure that Alice and Bob later on can really determine which
bit string has been transmitted by the respective other node,
as will become more obvious below. In the third step, the
extended random bit strings are simultaneously transmitted
by Alice and Bob in the payload field of a CAN frame, which
results in the previously mentioned superposition of these two
messages. This superposition can be observed by all nodes
connected to the CAN network, including Alice, Bob and Eve.
Due to the special properties of the CAN physical layer, a CAN
network basically resembles a wired AND-function, i.e., if two
(or multiple) nodes simultaneously transmit a certain bit, the
effective bit on the CAN network will always be ‘0’ (dominant
bit), except for the case when all nodes transmit a ‘1’ (recessive
bit), in which case also the effective bit on the CAN network
would be ‘1’. Clearly, this property represents also the basis
for the bus arbitration in CAN. Different to the classical bus

Figure 1: Considered setup for the establishment of a
symmetric key pair over CAN between Alice and Bob in
presence of the attacker Eve (Photo: Bosch)
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No disturbance of the regular CAN
communication

arbitration, however, “Plug-and-Secure Communication for
CAN” relies on the superposition of different bits also in the
payload field of a CAN frame. As can be seen from Figure
2, the effective (superimposed) bit string Seff on the CAN
network is consequently simply given by a logical AND
function applied to the corresponding extended bit strings
transmitted by Alice and Bob.
As already mentioned above, this superimposed bit
sequence Seff can be also received by Eve. Nevertheless,
Alice and Bob have basically already achieved their goal.
They just have to interpret the contained bits in a proper way.
This is done by considering always tuples of two bits each,
where every tuple corresponds to a bit of the original random
sequence of Step 1. If a bit-tuple contains a ‘1’ (i.e.,
the effective bit on the CAN network is recessive), the
corresponding bit in SAlice resp. SBob is discarded (Step 4),
because in this case Alice and Bob must have transmitted
exactly the same bit-tuple – which can be concluded by Eve
as well. Hence, Alice and Bob have no advantage over Eve
in this case.
The more interesting case happens when an effective
bit-tuple on the CAN network corresponding to ‘00’. This
occurs if and only if Alice and Bob transmit different bits.
Hence, in such a case Eve cannot tell which tuple has been
sent by which node whereas Alice and Bob know, of course,
what they have sent themselves. In addition, they also can
see the ‘00’ on the CAN network and thus they are able
to conclude that the other node must have transmitted the
corresponding inverse bit-tuple. This is then exactly the
secret that Alice and Bob share in this case. In order to
extract this secret, the bits in SAlice and SBob corresponding
to the ‘00’ bit-tuples are not discarded (while the ones
including a ‘1’ are), such that Alice and Bob finally obtain
two shortened bit sequences, which are exactly inverse
to each other and unknown to Eve. Hence, Alice and Bob
have established a common secret and by incorporating
the described procedure into an appropriate protocol,
symmetric keys of arbitrary length can be derived.
For realizing the described procedure in practical systems, some additional concepts and mechanisms have to
be taken into account in order to meet the special demands
and requirements of the automotive industry. Therefore,
Bosch has developed an overall system concept based on
the presented approach, which includes procedures for the
generation of group keys between more than two devices,
key verification, as well as key activation.

How secure is the procedure?
It can be shown that – considering the previously described attacker model – Eve is not able to determine or manipulate the
established key between Alice and Bob. Eve can merely prevent the successful key establishment between Alice and Bob
by means of a "Denial-of-Service" attack, but this is a threat
that generally exists in any CAN network and that generally
cannot be avoided. Furthermore, it is interesting to note that
in contrast to alternative key establishment procedures, such
as the Diffie-Hellman key agreement protocol, the security of
"Plug-and-Secure Communication for CAN" is not based on
the hardness of solving certain mathematical problems, but on
the difficulty to differentiate between two superimposed physical signals by just knowing their superposition. Therefore the
procedure would also not be affected if, for example, with the
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Cyber security

Figure 2: Basic idea for easy key agreement in CAN networks
by means of the novel “Plug-and-Secure Communication for
CAN” approach (Photo: Bosch)

The simultaneous transmission of CAN frames by Alice and
Bob in the payload field leads to some challenges if full backwards compatibility with standard CAN should be guaranteed.
Two major challenges in this respect arise from the possible
introduction of so-called stuff bits as well as the calculation of
the cyclic redundancy check (CRC) field contained in every
CAN frame. This is due to the fact that the superposition of
two (or more) valid CAN messages usually does not result in a
valid superimposed CAN frame. This problem, however, can
be addressed in such a way that even the superimposed CAN
frames on the bus are always valid ones according to the CAN
specification – thus assuring the previously mentioned backwards compatibility. For that purpose, the value of the CRC
field as well as the decision whether or not to introduce a stuff
bit are determined dynamically based on the effective bit sequence on the CAN bus (resulting from the superposition of
the CAN frames simultaneously transmitted by Alice and Bob)
rather than on the basis of the respective individually transmitted bit sequences. The proposed approach can be easily embedded into regular CAN traffic, since the CAN frames
transmitted by Alice and Bob compete for the bus access via
the well-known CAN bus arbitration, just like any other
node.
Plug-and-Secure Communication for CAN" comes along
with a variety of different advantages: First of all, the approach
exhibits a very low complexity, has very low resource requirements and may be implemented at rather low costs. In fact,
in order to generate symmetric cryptographic keys, Alice and
Bob simply have to transmit and receive CAN messages and
interpret the received bits in the right manner. In addition, very
few messages are sufficient to let nodes agree on a key. For
example, on average a single 64 byte CAN FD frame is sufficient to establish a 128-bit key between two nodes, thus
resulting in very low bandwidth requirements. Besides, the
procedure is universally applicable to all sorts of devices and
also suitable for efficiently refreshing already existing keys,
which generally is a recommended practice in order to ensure
a high level of security. To this end, one can generate a few
new secret bits between Alice and Bob every now and then
and combine these with the old key in order to obtain a refreshed (and thus more secure) key.

Cyber security
Figure 3: Two possible implementation options (Photo: Bosch)
introduction of efficient quantum computers many of the alternative schemes (including Diffie-Hellman) would suddenly become vulnerable or even insecure.
In case that an attacker has physical access to the CAN
network, the situation becomes a bit more challenging. This
is because in this case the attacker may have access to the
detailed physical signals on the bus, which may help her to
actually separate the individual CAN frames simultaneously
transmitted by Alice and Bob. However, the relevance of such
a scenario is rather questionable, because these attacks do
not scale and with physical access to a car, an attacker could
also manipulate the car with much less effort, e.g., by manipulating the brake pipe. Moreover, appropriate countermeasures against attacks with physical access to the CAN network
are available and may be implemented if needed. This may
involve, for example, the modulation of the voltage levels of
the transmitted CAN frames in an appropriate way. Besides,
it should be noted that in general also a combination of “Plugand-Secure Communication for CAN” with other approaches,
such as the Diffie-Hellman key exchange protocol, are possible, by which the best of the two worlds may be combined.
For the realization of the proposed procedure, two different implementation options are available, which are outlined in
Figure 3. In particular, a dedicated hardware module may be
integrated either directly into a microcontroller or into a CAN
transceiver. In both cases, this hardware module is responsible for the simultaneous transmission of the CAN frames as
well as for the low level signal processing in order to assure
full backwards compatibility with standard CAN. In addition, a
suitable software component is required for the higher-layer

protocol mechanisms, which can run on a hardware security
module (HSM) or the CPU. The complexity of the hardware
module is very low. It requires less than 10 000 gates. The
main advantage of a realization in the CAN transceiver is the
easy upgradability of legacy devices compared to a direct integration into a microcontroller. In both cases a combination with
any CAN controller is possible, without the necessity of any
further modifications.
The approach has been successfully implemented and
demonstrated by Bosch already and was presented at different fairs and other events. Figure 4 shows a basic setup of
a demonstrator, which implements the scenario according to
Figure 1, including the attacker Eve. The setup supports bit
rates of up to 1 Mbit/s. On average, only eight Classical CAN
messages with an 8-byte payload field or just a single CAN FD
message with a 64-byte payload field have to be exchanged
in order to generate a 128-bit key, thus reflecting the very low
bandwidth requirements.

Conclusion
With “Plug-and-Secure Communication for CAN”, a novel
and innovative approach for the establishment and refreshment of symmetric cryptographic keys on CAN networks is
available. It is characterized by its low complexity, high efficiency, as well as cost-effective implementation options
and it is well-suited for the protection of CAN networks
against remote attacks. Therefore, the approach has high
potential to become an important building block for secure
communication in CAN networks in future.
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Figure 4: Existing demonstrator setup (Photo: Bosch)
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