Safety first – The need for
interoperability tests

B

oys’ eyes widened when
they were on the Bauma fairground, in particular in the open-air area. Excavators, graders, and other earth-moving machinery
were demonstrated. Some
of them were dancing and
others were part of shows
with dancing girls and boys.
The heavy-duty machines
made of iron and steel fascinated the visitors, not just
the boys. What they don’t
knew was that these machines-on-wheels or caterpillars were controlled by
sophisticated electronics.
Most of the electronic control units, sensors, actuators, and human machine
interfaces in construction
and mining machines are
networked by means of
CAN-based bus systems.
The electronics need to be
robust, reliable and since
some years they shall provide increasingly functional safety. This is regulated
in the European Machinery Directive 2006/42/EC,
which has come into effect
in end of 2009. This document references several not

entirely harmonized international standards. Safety-related control systems
can be assessed based on
functional safety standards
like EN ISO 13849-1 and
IEC 62061, to fully meet the
functional safety requirements resulting from the
above-mentioned European directive relating to assembly and trade of machinery within the European
Union. The EN ISO 13849-1
standard applies to safety aspects of controls and
to all types of machinery,
using mechanical, hydraulic, pneumatic and electrical technologies. The Performance Level (PL a to d)
measures the safety performance. The IEC 62061
standard applies to the
use of electrical, electronic
and programmable electronic (E/E/PE) control systems for machine safety, and analyses the entire
product life cycle. The Safety Integrity Level (SIL 1 to
4) assesses the safety performance. There is some
standardization activity to
merge IEC 62061 and ISO

13849, which should result
in the new ISO 17305 standard. But any change in any
safety standard means recertification. A re-certification is also necessary, when
one safety-related component is changed. This might
happen quite often with micro-controllers. Of course,
the re-certification is not
that challenging as the firsttime certification. On the
other hand, it costs some
money and delays business (read also the editorial
“There are some unsolved
problems!”).

A firework of safety
products
The last years, some electronic suppliers have developed products featuring functional safety. The
first company offering a
CANopen Safety compliant PLC was ifm (Germany).
For a bridge inspection system (see CAN Newsletter
2006, June issue), two IEC
61131-3 programmable controllers exchanged SRDOs
(safety-related data objects)
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Abstract
At the Bauma 2013 in
Munich (Germany), the
world-leading tradeshow
for construction and mining
machines several suppliers
introduced safety-related
controllers and other
devices compliant to the
relevant safety regulations
and related standards.
Some of them already
passed the test procedure
by authorities and received
a certificate – often by
one of the German TÜV
organizations. However,
such a certificate doesn’t
guarantee interoperability
by means of the network
interface. This is not
proofed by the authority
organizations.

3

Functional safety

Figure 1: Gallery of recently introduced safety PLCs suitable for mobile machinery providing CANopen Safety
connectivity (from left to right: R360 by ifm, ESX-3XL by STW, and Digsy Fusion G by Intercontrol)

Functional safety

Links
www.bosch-rexroth.com
www.codesys.com
www.fernsteuergeraete.de
www.hirschmann-mcs.com
www.ifm.com
www.intercontrol.de
www.mtssensor.com
www.pepperl-fuchs.us
www.posital.de
www.sauer-danfoss.com
www.sensor-technik.de
www.twk.de
Related articles
R. Wagner, I. Hornberger:
CANopen Safety with
Codesys Safety for SIL 2.
CAN Newsletter, March
2013.
H. Zeltwanger: CANopen
Safety – The forgotten
protocol extension. CAN
Newsletter, March 2010.
Product related
information
More information
about CANopen Safety
products and other safety
devices are provided
in the CAN Newsletter
Online magazine. This
online magazine features
a search function, so
that users can find easily
even older product
information. It is also
hyperlinked to the CiA
product guides as well
as to the suppliers’
websites.
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as specified in EN 503255 (formerly CiA 304). However, these PLCs don’t provide an object dictionary,
and therefore they are not
CANopen device. Nevertheless, they can communicate
with other CANopen Safety
devices and manage them.
Hirschmann MCS (Germany) was another early bird
implementing the CANopen
Safety protocol: The overload protection system for
cranes and other construction machinery was based
on the protocol already developed before the millennium by CiA members. Other controller vendors developed their own solutions
for a SIL-2 compliant CAN
communication.
STW’s
(Germany) ESX family of
host controller has been
approved for safety-related applications. Some machine builders connected
via CAN/CANopen two sensors measuring the same
value to the safety controller
in order to achieve a SIL-2
compliant communication.
Sometimes, this was done
because of the non-availability of CANopen Safety sensors. In the meantime, several sensor vendors have implemented
CANopen Safety into their
products. Pepperl + Fuchs,
Posital, and TWK (all headquartered in Germany) provide encoders or/and inclinometers with CANopen
Safety interfaces. CiA is updating the CiA 406 (encoder) and CiA 410 (inclinometer) profiles accordingly.
They will be released soon.
Other manufacturers have
also introduced several
CANopen sensors supporting CANopen Safety, e.g.
FSG and Hirschmann (both
are headquartered in Germany).
On Bauma 2013, Intercontrol (Germany) has
launched its Digsy Fusion
G controller. The safety device is programmable in
IEC 61131-1 languages using Codesys 3.5 by 3S. The
safety functions of the product comply with IEC 61508
and IEC 62061 as well as

Figure 2: The first CANopen I/O devices featuring
CANopen Safety has been launched by TTcontrol
ISO 13849-1. The SIL-2 certified product features also
CANopen Safety communication functions. The modular controller is equipped
with two 32-bit micro-controllers. The base module
provides 48 I/O ports and
can be extended by stackable add-on modules to up
to 240 I/O lines. The four
CAN interfaces are supported by the certified CANopen
Safety protocol stack, which
has been implemented by
the company itself. Additionally, the CAN interfaces
may use CANopen, J1939,
or proprietary higher-layer
protocols. By the way, 3S
provides CANopen Safety connectivity for its Codesys Safety SIL-2 software
(see CAN Newsletter 2013,
March issue). This TÜV certified PLC runtime software
is dedicated for mobile machines. It is to be expected
that some PLC makers already using Codesys will
extend their product portfolio with safety controllers
featuring CANopen Safety
connectivity. But it may take
some time, before authorities have certified those
products.
One of the unique features of Intercontrol’s safety controller is the possibility to run safety and normal
application software in parallel without any interference. This means, you can
even after safety approval
extend or change the normal application program.
The safety controller with a
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Performance Level of d is
suitable for category 2 and
3 applications according
to ISO 13849-1. The devices’ design is done in a way
that most of the computing
power can be used for application programs. STW’s
ESX-3XL host controller
also available with Codesys
Safety features a controlled
separation fo safety-related and non-safety-related
software functionality. The
C application programming
interface (API) meets the
requirements for SIL-2/PL-d
applications. STW claims to
be the first ECU (electronic control unit) supplier that
can fulfill the safety requirements for Codesys designs
under IEC 61131-3 and IEC
61131-6. Another supplier
of safety ECUs is TTcontrol (Austria), a joint venture by Hydac International
and TTTech. This company
is the only one, which also
provides I/O modules with
CANopen Safety interfaces.
If you requireOf course, you
can also use a CANopen
Safety PLC running in NMT
slave mode and use it as a
programmable I/O module.
But if you can avoid
programming safety software, this makes system
design more easy. Therefore, Hirschmann has introduced on Bauma 2013 the
Qscale I2 safe load indicator
for small and medium-sized
cranes, which is just configured and not programmed.
Of course, it implements a
PLC, which is not visible to
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in industrial computer systems
Janz Tec AG, has been one of the leading
manufacturers of electronic assemblies
and complete industrial computer systems
since 1982. The company describes itself
as Industrial Computing Architects
and develops embedded PCs, industrial
computers and industrial communication
according to customer requirements.

the case of distributed systems. For this
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Good communication is very important
nowadays – not just in real life, but also
in machines, plant and complex industrial
applications from a wide range of indstries. This applies especially if error-free
transmission of data is required due to
more and more compact construction and
the necessity for more performance in
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Functional safety
Figure 3: Besides several safety sensors, the industry
supplies also SIL-2 compliant joysticks as the shown
completely redundant devices by Bosch-Rexroth
the user. Codesys knowledge is not required. The
related configuration tool
is available in three versions (Service, Basic, and
Expert) depending on what
should be achieved: certain management functions,
controlled calibration or
complex crane diagnostics.
The software includes the
necessary functional tests

for TÜV acceptance testing and necessary overload
trips are provided to determine the parameters necessary to calibrate the crane.
The necessary safety
sensors (also provided by
Hirschmann) are optionally available with CANopen
Safety interfaces. This includes the G-sens geometric measuring sensors,

the F-sens force sensors,
and the P-sens pressure
sensors. Also MTS Sensor Technologie (Germany)
has introduced CANopen
Safety connectable sensors on the Bauma 2013.
The Temposonics MH linear encoder can measure
length up to 5 m. They are
designed for hydraulic applications in mobile machinery. Bosch Rexroth presented in Munich its 4THEC5
SIL2 joystick, which is SIL-2
and PL-d certified. The device provide a CAN interface supporting CANopen
or J1939 profile specifications. The internal product
architecture features redundancy for all data flows. For
each control element, two
position sensors send separate signals to two microcontrollers, which check the
consistency of the information using specially developed software.
Ifm has also launched
a 32-bit PLC, which can process SRDOs as specified in
EN 50325-5. It is already
The SIL-2/PL-d TÜV-certified controller provides also
normal (not safe) CANopen
and J1939 interfaces. Safe

J1939 communication is
available from Sauer-Danfoss (Germany/Denmark).
Of course, it is a proprietary not by SAE (Society
of Automotive Engineers)
standardized solution. The
company has developed a
generic safety protocol for
CAN-based networks (see
insert “Proprietary safety
protocol”). It is applicable
for CANopen, J1939, and
Isobus (ISO 11783).

Interoperability
testing
The authorities just prove
that the functional safety
functions are implemented correctly and according to the European regulations. They don’t care, if the
device-under-test conformance to any communication protocol. Also interoperability between devices
is something what doesn’t
matter those authorities.
Of course, the system designer is interested in all of
them: Conformity to functional safety standards,
conformity to the CANopen
Safety protocol as well as
the interoperability of con-

There are some unsolved problems!
The European Machine Directive 2006/42/EC is effective since 2009. Programmable devices controlling machines have to be compliant with it. Authorities such
as the German TÜVs certify those products and machines. In general, the electronic devices have to follow the referenced international standards. When one
of them changes, the products need to be re-certified.
Of course: Because your design has to be state-ofthe-art. And state-of-the-art is what is internationally
standardized. No contractions. Unfortunately, the revision process of the referenced standards is not synchronized. This means, the manufacturers have to recertify their products more frequently as they expected
on the first glance. More worse: You need also to recertify your safety product, when for example the micro-controller is changed. If you choose another microcontroller from another chipmaker, this is fair enough.
However, if the very same chipmaker just introduces a
follow-up micro-controller, which is function and software compatible, you also have to re-certify it. And this
may happen more than once in the lifetime of the safety product.
Just a worst-case scenario example: You design a
safety sensor. Let’s assume you are fast. After one and
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an half year, you have the safety certificate for your product. Unfortunately, one of the referenced standards (e. g.
IEC 61508) has been released in a new version, in the
meantime. You can’t sell the sensor anymore to machine builders, because it is not more state-of-the-art.
Sorry, but a re-certification is necessary. You have to
wait another half year before you can start selling the
sensor. After this time, your chipmaker informs you that
the micro-controller will be discontinued. Fortunately,
the next version is pin and software compatible. Nevertheless, this requires a re-certification. You have to
wait another few months, before you can make business. But you can’t, because another referenced standard is under review and will be published soon in the
next edition.
You think, I am kidding. No, this is bitter reality. I
think it is time to find solutions for such scenarios. Technically you can solve the problem partly by means of
using FPGAs or other manufacturer-specific hardware
solutions, which is never updated. But this doesn’t work
for very small quantities, because it is too expensive.
And the changing of standards is not solved at all. We
need more safety for our investments, without reducing
the safety aspects, of course.
Holger Zeltwanger
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trollers and sensors or actuators featuring an open
safety communication standard. This is why CiA will
organize plug-fests for
CANopen Safety devices.
It is intended to proof those
devices implementing the
CANopen Safety protocol
and the related profiles (e.g.
CiA 406 or CiA 410) understand each other. It should
be avoided that interopera-

bility problems are detected during system design.
The testing will be done during plug-fests. In such plugfests, ECUs and PLCs will
be connected to the sensors and actuators. The
performed tests will include
SRDO operational tests as
well as the configuration of
SRDOs.
Holger Zeltwanger

Proprietary safety protocol
Sauer-Danfoss has developed the Plus+1 CAN Safety Message protocol. TÜV Süd (Germany) has approved it. This protocol is independent of the used
application layer. In difference to a non-safe CAN
message, it is necessary to send an additional CAN
data frame. This message contains a 3-bit sequence
number, a 16-bit CRC protecting the safety data in
the PDO (CANopen) or PGN (J1939 or Isobus), and
the CAN-ID of the related CAN message containing the safe data. There is also a maximum time between the two related messages (called Safety Data
Group), which shall not expire (Safety-relevant Cycle Time). The Safety Data Message (SDM) is sent
first followed by the Safety Header Message (SHM).
The SDM may contain safety data as well as nonsafe data. The SDGs are sent periodically with the
Safeguard Cycle Time (SCT). The Plus+1 CAN Safety Message protocol uses the sequence number and
the additional CRC polynomial to detect single failures. The probabilistic analysis proofed that this protocol exceeds the requirements for SIL-2 and PL-d.
The analysis was based on un-shielded wires, 255
receivers, and an 1-ms periodic transmission of
SDGs.
Based on this concept, Sauer-Danfoss supplies
devices using CANopen or J1939 connectivity. This
includes ECUs for different purposes as well as hydraulic devices and joysticks.
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The Fan Drive Control (FDC) by Sauer-Danfoss
supports the Plus+1 safety protocol and is suitable for
the company’s H1 family of piston pumps

