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Making networks
more secure
Automobiles today feature a high level of interconnected technologies and they
link personal data with vehicle functions. “Trust anchors” can help securing
networks against unauthorized access and manipulation.
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A

lmost 25 years have
passed since the development and introduction of
the CAN network in the automotive industry. During this
time, the E/E architecture of
a vehicle has been shaped
by an increasing number
of interconnected electronic control units (ECUs) that
constantly exchange data
during operation. The reliability of the network has
been a key focus of the development of CAN from
the outset. Further requirements for the network include high flexibility, the
use of sound communication standards, and secured interoperability. This
is particularly important in
order to provide vehicle
manufacturers with the opportunity to offer various series and alternative extras
for a vehicle, as well as applying individual modules
and ECUs in various platforms across different models (maximum reuse).

In addition to the CAN
network, other network systems have also been developed in recent decades,
which are used in modern
vehicles. Depending on the
area of application, these
systems can offer advantages in terms of bandwidth
and real-time capability.
However, the primary requirements are reliability
and high availability, with
protection against potential
manipulation barely considered during development.
Following the various
stages of expansion (there
can easily be up to 70 control units and processor
modules used in a car), and
the combined use of different network systems, we
end up with a system architecture that is sub-divided
into sub-network systems,
which come together in a
central ECU, a gateway.
Figure 1 shows an example of a typical network
topology.

Figure 1: Example of a typical network topology
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Another trend that
should be noted is the modern vehicle’s provision of
a range of interfaces that
can connect external services and consumer devices, such as web services
via WLAN or Bluetooth for
the connection of cellular phones. Vehicle-related
applications downloadable
from the internet are also
being developed or are
already available, while
telematics and emergency
call modules provide additional external interfaces
that connect to the in-vehicle network.
Until now, little focus
has been placed on securing the vehicle network
from unauthorized manipulation. Moreover, the measures outlined regarding
compatibility and reliability also make the process
of establishing and implementing an appropriate security architecture more
complicated.
As
such,

USB-to-CAN V2
The good just got better!

Figure 2: Security design aspects
integrating security into the
architecture definition of the
in-vehicle network should
be carried out at an early
stage of development.

Attack scenarios
In the last two years, a number of hacking attacks targeting the vulnerabilities of
the networked architecture
have been publicized. It was
shown how certain functions
within the vehicle can be enabled or disabled through external interfaces. For example, we learned about attacks
and manipulations that modified the mileage and service entries in the vehicle,
made use of TPMS modules
for unauthorized geolocating
of specific vehicles, installed
Trojan horses in the infotainment system by means of infected CDs, listened to telephone conversations via
Bluetooth, and caused chip
tuning through the manipulation of electronic control unit
software.
Some of the attack
methods employed included:
◆◆ Eavesdropping: Listening
in on internal vehicle communications in order to try
to identify potential weaknesses in the system.
◆◆ Replay attacks: Interception of messages from
the data bus in order to
play these back at a later
time, causing the ECUs to
carry out the function in
question.
◆◆ Man-in-the-middle
attacks: Here, the
original message is

intercepted and modified
before it is passed on.
◆◆ Modification of individual
ECUs and changes to
non-volatile memory: The
ECU software is
manipulated and
reinstalled via the JTAG
diagnosis interfaces.
In many cases, the
OBD interface was used
for cable-based physical
access to the vehicle.

Increased system security and integrity
It seems obvious that we
need to increase security
against manipulation of the
vehicle network to guarantee
data integrity. Yet at the same
time, we need to ensure that
network reliability and performance will not be affected.
For instance, the use
of encryption technology
should not impair any safetyrelated system, such as the
brakes or airbags. The flexibility that the various types
of equipment in the vehicle
provide should also not be
compromised.
The
right
solution
should be compatible with
the existing architecture and
systems. Current hardware
platforms and software components should be modified
as little as possible.

The idea: integration
of a trust anchor
One possible way to secure existing and future systems is to integrate a secure
memory area that can only
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Figure 3: Secure element in ECU architecture
be written to and read with
authorized access. By integrating a trustworthy element - a trust anchor - into
security-related ECUs, the
security of data can be improved. Trust anchors, in
the form of a security microcontroller, appear in many
security-related systems,
including credit cards and
telephone SIM cards. This
additional microcontroller
is considered in relation to
other aspects within the entire system, as listed in Figure 2.

A trust anchor within
the electronics of a
vehicle
The trust anchor can be implemented by means of a
secure element. A secure
element consolidates security-related functions into
a dedicated unit. A security
processor can thus be provided for an ECU, supporting the following functionalities:
◆◆ A secure memory area
that can only be read or
written on by authorized
parties within the system;
◆◆ Cryptographic co-processors for symmetric
and asymmetric communication encryption;
◆◆ Management of certificates and private keys;
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Generation of public
keys and checksums.
The NXP secure element, based on the A700x
product group combined
with an existing microcontroller, is suitable for the
implementation of securityrelated features, including:
◆◆ Firewall applications for
securing the gateway: for
this purpose, communications can be authenticated before they are
passed on to the relevant
sub-network;
◆◆ Secure storage applications, such as error logs
or mileages, which can
only be written on by
means of authentication;
◆◆ Secure boot; which ensures that the software
of individual ECUs has
not been compromised;
◆◆ Certification of (electronic) replacement parts:
only authorized ECUs
can be introduced into
the vehicle network;
◆◆ Registration with external services through protected connections. The
secure element provides
the access data for VPN
and HTTPS connections.
◆◆

A700x – system
integration
Within
the
automotive
field, we deploy secure

elements, for example, to
protect data and access
to the telematics module
in NXP ATOP (Automotive
Telematics On-Board Unit
Platform). Another example
of a standalone secure element in the automotive domain is the “payment key,”
using a credit card as the
vehicle’s key. This function
requires a secure element
certified in accordance with
Common Criteria Level 5+.
The A700x secure element
is also currently being used
successfully in many security-related applications
outside of the automotive
industry.

Secure element for
securing an ECU
If the functions and applications that have to be protected against attacks from
hackers are defined, then
the corresponding ECUs
that need to be equipped
with a trust anchor in the
form of a secure element
can be identified in the
network architecture. This
can involve functions that
should be protected locally, such as “saving,” “calling,” or “authenticating”
data used by the ECU’s
main microcontroller, or
securing a connection with
additional ECUs.
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A secure boot algorithm that prevents manipulation of the software
should be implemented in
all cases.
The secure element
can be connected to the
ECU’s microcontroller via
an SPI or I2C interface.
A non-volatile memory area of up to 80 KiB
can be used to create
independent applications,
and securely store certificates and private keys.
Application-dependent security functions can be implemented and executed
on the embedded 80C51
core-based security CPU
within the secure element.
Some examples are the
secure boot of the microcontroller, generation of
public keys, session keys,
or security certificates for
the authentication of communications from the onboard network, and secure
storage of microcontroller
parameters and calculations or information from
the on-board network, e.g.
secure tachograph data or
special parameters.
In addition to the programmable security CPU
inside the secure element,
cryptographic co-processors are also available
to the user. A public key
cryptography co-processor
supports techniques including RSA (up to 2048 bit),
Diffie-Hellman and elliptic curves with key lengths
of up to 320 bit. For symmetric encryption with AES
co-processors, the operating mode Electronic Cypher Codebook (ECB) is
supported for data packets
of up to 128 bit, while Cypher Block Chaining (CBC)
is supported for larger
data quantities. To form
hash sums and thus examine memory areas for manipulation, co-processors
are available for SHA1,
SHA224, and SHA256, as
well as SEED algorithms
and MD5. A certified genuine random number generator (TRNG), which complies with AIS-31, has also
been included.
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Figure 4: Trust provisioning schema
The hardware is protected against physical attacks at a high security
level. Side-channel and reverse engineering attacks
are prevented by means
of effective countermeasures. It is possible to carry
out certification based on
Common Criteria or FIPS
in the case of a closed system, such as a payment
function.

JCOP operating
system
The secure element contains an independent Java-based operating system
that is compliant with Java
Card and provides the user
with routines and functions
for using the cryptographic routines and co-processors.
The JCOP operating
system manages the individual applications and
provides an interface for
controlling GPIO. The user
can develop their own applications using a Javaenabled development environment (e.g. Eclipse),
which are then written
into secure memory. The
user of the secure element has the option to develop their own customized
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applications, fulfilling an
ECU-specific
function.
Examples of this include
secure boot of external microcontrollers, enabling of
protected ECU parameters, and secure data log
management. If required,
an application can generate temporary certificates and public keys. In
this case, the required secret key is never accessible outside of the secure
element, and thus not visible to hackers. The applications are launched
externally by means of a
corresponding call from
the MCU. Another example of use includes the authentication of network
communications by the secure element. Here the secret key for the hash- or
checksum calculation also
remains in the protected
memory area; the calculations are performed within the secure element and
are not visible externally.
JCOP operating system functions and application calls within the secure
element are carried out by
a host controller API (Application Programmer Interface) which is executed
on the main microcontroller of the ECU. The API

consists of two significant
parts, the host driver itself and an authentication
library. The host driver is
called by the main program
in the microcontroller and
forms the interface to the
application on the secure
element. The authentication library is used to verify
the identity of the host by
the secure element.

Trust provisioning
for production and
delivery
Another aspect that should
be taken into account when
defining the system is the
management and transfer
of keys and secrets onto
the installed ECUs during the module production.
The vehicle manufacturer
must specify which partners are to install the secure element in the value chain, who installs the
keys in the ECUs, and how
the allocation is managed
at each step in the distribution chain.
Proven procedures from
bank and credit card supply chains can be used
here and adapted for use
in
automotive
production. Figure 4 shows a
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procedure where the ECU
is personalized by the vehicle manufacturer. Up to
final assembly in the vehicle, module manufacturers
(Tier 1) and semiconductor suppliers work with preagreed transport keys.
These are also installed
during the procurement
of replacement parts. The
transport keys are written
to the memory area of the
secure element in a secure
production environment during semiconductor production. This ensures that the
installed components can
only be used by the dedicated module suppliers.
Once the module has
been delivered by the Tier1
supplier, the vehicle manufacturer then verifies the
transport keys using the application-specific data keys
designed for the individual
vehicle and synchronizes
this data with its backend database entry for the
specific vehicle. A dedicated application can be
pre-installed in the secure
element (either by the Tier1
or Semi supplier), providing the connection data (for
a VPN tunnel, for example)
to the back-end system and
thus enabling “end-to-end”
encryption. This procedure

could be used in the case of
an exchange of the ECU in
the field, for instance.

Summary
Securing electronic systems in the vehicle is becoming increasingly important. There are three main
reasons for this:
1. The extensive interconnectedness of electronic
control units within a vehicle means that they need
to be secured against
unauthorized changes in
their functionality and
against (often dangerous) manipulation.
2. A growing number of
interfaces to (mobile) devices in the vehicle and
connection to external
services (app stores/internet) means that a security solution is needed.
3. Car-to-X communication
and the use of emergency call modules (eCall)
must be secured to protect personal data and
safely prevent remotecontrolled manipulation
of the vehicle.
The resulting security
demands can be resolved
with the aid of a secure element. Guidelines relating
to special systems, lifecycle and reliability should be
taken into consideration.
The secure element provides a “root of trust,” a
trustworthy place in the system. Securing the system
against unauthorized manipulation should happen at
an early stage of the definition and design process. In
doing so, functional security must not be impaired.
However, these requirements can be conflicting in
practice.
In addition to its use in
the network, a secure element can also be used to secure individual operations,
such as manipulation-proof
implementation of vehicle
error logs or mileage and
service data. In the case of
eCall, telematics, and general back-end services,
the secure element can be
used as a trust anchor to

create secure connections
to the vehicle manufacturer’s servers via a VPN tunnel or HTTPS. The secure
saving of user-related data
in telematics applications
should also be enabled.

Outlook
Security against manipulation needs to be increased
for vehicles. Vehicle manufacturers need to assess
the security of their entire
systems and also consider
an examination of potential
hacking scenarios and the
data that needs to be protected.
The following will be important in the future:
◆◆ Flexible solutions that
protect individual functions and entire systems;
◆◆ Standards by which a
system can be classified
as secure;
◆◆ Test scenarios that can
be carried out across an
entire system.
Ultimately, secure internal vehicle networks are
a prerequisite for future
car-to-X communication.

